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IIamaTka mo Kn6epoe30macHoOCTH

ITAMATKA 11O KUBEPBE3OITACHOCTHU T'PAZKJAH (ITPU UCITIOJIb3OBAHUN
CETU UHTEPHET, DJIEKTPOHHBIX BAHKOBCKUX KAPT U T./I.)

Ceronnst IHTEpHET-TEXHOJIOTUY, LIATHYB AJI€KO BOEPE], IIMPOKO UCMOJIb3YIOTCS B MOBCEIHEBHOM
KU3HU. B OCHOBHOM, 3TO KacaeTcs mpeAcTaBUTeNIel MoIpacTaloiero MoKoJeH s, HO cefuac ¢ 3TUM
MPUXOJIUTCSI CTAJIKUBAThCSI W B3POCIOMY HACEJICHHUIO, TpECcTapesibiM TpaxigaHam. Mexay Tem,
MOMUMO OTPOMHOTO KOJIMYECTBa TOJIE3HBIX BO3MOXHOCTEH, ceTh MHTepHer Hec€T B cebe u
OMNpeJesIEHHYIO OMACHOCTb.

B cBs3u ¢ 3THM, HEMaJTOBaXHBIM SIBJISIETCSA MpeayNpeauTh MOJb30oBaTeneld TIo0aIbHOM CeTh
HNHuTepHeT 0 TOM, KaKylo UMEHHO OMACHOCTh MOXET HECTH «BCEMUpPHAsI NMayTUHA» W KaKUe IeHCTBUS
HYXKHO MPEANPUHUMATH, YTOOBI 0OIIeHue ¢ IHTepHeTOM OCTaBUJIO TOIBKO MOJIOKUTETbHBIE SMOIHH.
[TomumoO TOTO, YTO CYIIECTBYIOT pa3iUYHbIe KOMIBIOTEPHBIE BUPYCH M BPEIOHOCHBIE TTPOTPAMMBI,
KOTOpbIE HEOOXOAUMO OJIOKMPOBaTh AHTUBUPYCHBIMM MpPOrpaMMaMH, BaXHO TOMHUTh U O
COOJTIOJIEHUH PsijIa OCHOBHBIX TIPAaBUJI padOTHI B ceTh IHTEpHET M, B YaCTHOCTH, B COITMAIbHBIX CETSX.
BaxHo 3HaTh, 4TO MHpOpPMAIMs, pa3MelIEHHAs TPakJIaHAMH B COIICETSX, MOXKET ObITh HalJeHa U
MCIOJIb30BaHA K€M YTOJIHO, B TOM YHCJIE, U BO BPE/I.

OcHOBHbIE COBETHI 10 0€30MaCHOCTH B COIHANBLHBIX CEeTSIX /I JAeTell U X pojauTeJeil
caeayromue: -IIpegycmorpers a1 peOEHKAa HaaMyMe Ha €ro IEepPCOHAIBHOM KOMIIbIOTEpE
«(UIBTPOB», OJIOKMPYIOIIMX IOCEIIEHNE CAWTOB, COAEPKALIMX MPOTHUBOIPABHYI HH(pOpMANMIo,
NPUYMHSIONIYIO BpeJ JAETCKOM IMCHXHMKe (OCOOEHHO aKTyaJbHO 3TO KAacaeMo HCKIIOYeHHs (haKTOB
pacrpocTpaHEeHHs TaK Ha3bIBAEMOW «MHTEpHET-Tie1opumm»); -PoanuTensiM He0OX0MMO peryJsipHO
rocemarh CTPaHUIbl B COLMANBHBIX CETSX, MPUHAAICKAIIUX UX JIETSIM, UHTEpeCcOBaThCs Y peOEHKa,
9YeM OH YBJICUEH, C KeM 0oOIIaeTcs 1 Ha Kakue TeMbl. B cirydae oOHapykeHHsI HEOOBIYHOTO MOBE/ICHHUS
Aeteil (MOCTOsIHHAsI TPEBOra, CTpeMJIeHHe peOEHKa yWTH OT pa3roBopa Ha TeMy ero OOIIeHUs U
MHTEPECOB B ceTH VIHTEepHET) nim Kakux-1mdo0 yrpo3, BHIMOraTeIbCTBA TPETHUIM JIMIIAMH y peOEHKa
Kakou-mmoo wuHpopmauun wid  (HOTO-BUIEOMATEPHATIOB C €ro y4acTheM, HeoOXOAUMO
He3aMeTMTEIbHO 00paIaThes K ICUXOJIOTY | (MJIM) B IPABOOX paHUTEJIbHBIE OpraHsl; -OrpaHUINTh
CIIUCOK JIMI[ CO CTATyCOM «Jpy3eil» B colceTsAX. B «Ipy3bsx» He JO/KHO OBITb CIIy4yallHBIX U
HE3HAKOMBIX JIIOJEH; -3alMIaTh CBOI0 YacTHYIO kU3Hb. He ykasbiBaTh nmaposu, TenaedoHsl, aapec,
AaTy pOXKACHUS U APYrylo JW4Hylo HHpopmanmio. Heo0XoqumMo MOMHUTh, YTO 3/I0YMbIIUICHHUKA
MOT'YT UCIIOJIb30BATh Jlaske MH(OPMALIMIO O TOM, KaKk peOEHOK WIIM POJUTENH IIAHUPYIOT IPOBECTH
KaHUKYJIbl; -M30erath pasmenienus gotorpaduii B UnTepHeTe, rie ecTb n300pakeHus YeloBeKka Ha
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MECTHOCTH, TI0 KOTOPOW MOKHO OIpPEIEIUTh MECTOIoJokeHue; -IIpu perucrpauuu B COLMaNIbHON
CeTH HEeoOXOIMMO HCIIOJIb30BaTh CJIOXKHbBIE MApOJIM, COCTOSAILIME M3 MHOXecTBa OykB M Ludp (c
PYCCKOM WJIM WHOCTPAaHHOW packjaakou); -Iljis coluanbHOW CeTH, TMOYThl U JIPYIMX CaWTOB
HEoOXOJMMO MCIOJIB30BaTh pasHble nmaposu. Toraa ecim KnOepnpecTYMHUKY B3JIOMAIOT KaKyko-JI1u00
JIMYHYIO CTPAHULy, TO OHH IIOJIy4aT JOCTYI TOJIbKO K OJHOMY MECTY, @ HE KO BCEM II€PCOHAJIbHBIM
CTpaHMILIaM Cpasy.

DJIeKTPOHHbIE 1eHbI'H U MCIOJb30BaHHE YJIEKTPOHHBIX 0AHKOBCKHX KapT DJIEKTPOHHBIE
JEHBIU - OYeHb YAOOHBIA CIOCOO IUIATEXeH, OMHAKO CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE MOTYT
HQKUTHCS HA HE3HAHWM TPaXAaH dJeMEHTApHBIX MpaBmil Oe3omacHocTH. OCOOEHHO 3TO Kacaercs
npecTapesbX IpaxaaH, NeHCHOHepoB. OCHOBHBIE COBETHI IO OE30MacHON padoTe C JIEKTPOHHBIMU
nenpramu: -Hukorma M HHMKOMY HeJb3si COOOIIATh MUH-KOA OT COOCTBEHHBIX 3JIEKTPOHHBIX
0aHKOBCKMX KapT. IIOMHMTb, 4TO BOINPOCH KOPPEKTHOCTH JAEHCTBUS OAHKOBCKOM KapThl MOTYT
BECTUCh HMCKJIIOYHUTENIBHO C MPEACTaBUTENSIMUA OaHKa, BHITYCTUBIIETO B 00OPOT 3Ty Kapry. A mis
TOro, YTOOBI YAOCTOBEPHUTBhCS, UYTO Oeceda WMAET MMEHHO C TpelCTaBUTENsIMU OaHKa, a He C
MOIIIEHHUKaMH, HEOOXOAUMO JIOO Mepe3BaHuBAaTh B CIIykOy MOJIEPXKKH 110 3apaHee OrOBOPEHHBIM
TenedoHaM, MO0 HEMOCPEACTBEHHO 00paliaThesl B CHEUNAIM3UPOBAHHbBIE OT/ENIEHUsI TOro OaHKa
(pmHaHCOBOTO YUpeKaAeHHs), OT UMEHH KOTOPOro BblJaHa OaHKOBCKas KapTa. JlioOble mpuxosime
cooOIIeHNsT O OJIOKMPOBKE KapThl M HEOOXOIMMOCTH B CBSI3M C 9TUM BBECTH KaKOH-TMOO KO,
napoJib, IMH-KOJ, BCErja JOJIKHBI BbI3bIBATh HACTOPOXKEHHOCTh; -IIpy BBeAeHUM NMH-KOAA Ha
TepMUHAJIe HEOOXOIUMO OOECHedYnTh ero Oe30MacHblid BBOJ, CKpPbIBass OT IMOCTOPOHHMX IJIa3
HaOupaemble UMPBI, CTapaThCsl CHUMATh JEHEXKHBIE CPEICTBA HEMOCPEACTBEHHO B IMOMEIIEHUU
0aHKa, B MecCTax, I/Ié YCTAHOBJIEHBl BMJEOKaMepbl, 4YTO (IIpY HEOOXOJMMOCTH) IO3BOJMT
BITOCJIC/ICTBUY BBITU Ha CJie]] 3JI0YMbIIUIEHHUKOB, HAOIOAABIINX 32 BAMU U COBEPINAIOIINX KaKue-
MO0 MPOTUBOIIPABHBIE IEUCTBUS; -VICTIOIBb30BaTh OMHOPA30BBIE MAPOJIH B EJISAX U30eKAHUS KPaKu
JaHHBIX WIM TiepexBaTa IUIaTEKHOro mapods; -BeiOupars cioxHbelii maposb. HamexHslie maposm
coziepkaT He MeHee 8 3HAKOB M BKJIOYAOT B ceOsl CTPOYHbIE M MPOIUCHBbIE OYKBBI, IU(MPHI U
HECKOJIPKO CUMBOJIOB, TAKME KaK 3HaK J0oJulapa, (pyHTa, BOCKJIMLIATENIbHbIN 3HaK U T.11. -He BBOOUTH
CBOM JIMYHBIE JAHHBIE HA MTOJO3PUTENILHBIX HE IPOBEPEHHBIX CaUTaXx.

AHanornyssle TpeOOBaHUsI MOKHO OTHECTH U K padoTe C 3JeKTPOHHOM MOYTOM (3TO TEXHOJIOTUS U
NPE/IOCTABIISIEMBIE €10 YCIIYTH TI0 TEPEChUIKE M TONYYEHHIO 3JEKTPOHHBIX COOOIIEHUH, KOTOpHIE
pacripelesisiioTcsi B KOMIIBIOTEPHOW CETH; IOMHUMO I[epellayd IpPOCTOro TEKCTa, HNMEeTcs
BO3MOXXHOCTb IlepefaBaTh Meauadaiiisl). B yacTHOCTH, HE peKOMEHIYeTCs OTKpBIBaTh (hauibl U
ApyTve BIIOKEHWsI B THChbMax, JaXe €ClM OHM NpPUILUIM OT Apy3ei. Jlydine 3abmaroBpeMeHHO
YTOUHUTD y HUX, OTIPABJIAIN JIM OHUA yKa3aHHbIE (pailiIbl.

Pa6oTa ¢ MoOmIbHBIM TeJiechoHoM (cmapTcornom) CoBpeMeHHbIE cMapT(OHBI U TUIAHIIETHI
colepXkar BIIOJHE pa3BUTHI (PYHKUMOHAJI W MOTYT KOHKYPUpPOBaTh CO CTallMOHAPHBIMU
KommnbloTepamMu. CoBpeMeHHble MOOWJIbHbIE Opay3epbl YK€ NPAKTUYECKH JAOTHAJIM HACTOJIbHbIE
aHAJIOTH, OJHAKO paclIMpeHHe (PyHKIMOHaIa BieyeT 32 coO0Oi OOJIBIIYI0 CIOKHOCTb U MEHBIIYIO
3alMIIEHHOCTh. [laleko He Bce MPOM3BOAMTENM BBHIMTYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIIUE
KPUTUYECKUE YS3BUMOCTH AJIs1 CBOMX YCTPOHCTB. OCHOBHBIE COBETHI O€30MaCHOCTH MPH MOJIb30BHUU
MOOWIBHBIM TesiehoHoM: -Hudro He siBisieTcst mo-HactosmieMy OecruiatHbM. Heo6xomumo ObITh
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OCTOPOKHBIM, Be/lb KOTJa MpeAaaraioT OeCcIIaTHbIii KOHTEHT, B HEM MOTYT ObITh CKPBITBI KaKHe-TO
TiaTHble yciyru; -Mcrnonb3oBaTh aHTUBUPYCHBIE MPOTrpaMMbl Uisi MOOWJIbHBIX TenegoHoB; -He
3arpyxaTh MPHJIOKEHUSI OT HEU3BECTHOTO MCTOYHMKA, TaK KaK OHM MOTYT COJEpKaTb BPEIOHOCHOE
nporpaMmMHoe obecriedenue; -Ileproinuecky nmpoBepsATh, KaKue IJIATHbIE YCIyTH aKTUBHUPOBAHbBI C
MIPUBS3KOM K TesiehOHHOMY HOMepY; -I1pe1ocTaBasATh IMYHBII HOMEp MOOMIBHOTO Tesie(hOHA TOJIBKO
JIOJSIM, KOTOPBIX 3Haelllb U KOMY JloBepsiellib; -Bluetooth mokeH ObITh BBIKJIIOUEH, KOT/Ia UM He
TMOJIb3YeIbCS.

«PUIHHN WIH KPaka JHYHbIX JaHHBIX C pa3BUTHEM UHTEPHET-TEXHOJIOTUI 3JI0YMBIIUICHHUKHY,
nepeMecTUBIINCh B VIHTEpHET, CO3MA0T Ui TpakJaH HOBYIO Yrpo3y: MHTEPHET-MOIIEHHUYECTBO
(«(punmHr»), rIaBHas 11eJ1b KOTOPOTO - B TIOJTy4YeHUH KOH(DHUICHIIMATBHBIX JaHHBIX ITOJIb30BaTEIIeH -
JIOTUHOB U naposieii. OCHOBHbBIE COBETHI 10 00pbOe ¢ «(pummMHrom»: -ClieIuTh 32 CBOUM aKKAYHTOM.
Ecnu ecth moio3penus, 4to aHkeTa Oblia B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKMPOBATh €€ M KaK MOKHO
CKOpee CcOoOOIMTh 00 3TOM aJMHUHUCTpaTOpaM pecypca; -Mcrmonb3oBaTh Oe30macHbie BeO-CAlThI, B
TOM YHCJIe, UHTEePHET-Mara3uHOB U MOUCKOBBIX CUCTeM; -VICIIOIb30BaTh CIOKHBIE U pa3Hble MapOJIH;
-Ecnu B3510Manu IMYHY0 MOYTY, TO HEOOXOIUMO MPEAyNpeauTh 00 STOM BCEX CBOMX 3HAKOMBIX,
KOTOpBIE TI00aBJIEHBI B «IPY3bsIX», M1 O BO3MOKHOW PACChIIKE OT BAIIEr0 UMEHU CllaMa M CChUIOK Ha
«(pUIIMHTrOBBIe» CaWTHI; -YCTaHOBUTh HajAekHbI mnaposs (PIN) Ha MoOWIBHBIA TesnedoH;
-OTK/II0UNTh COXpaHeHue mnaposisi B Opaysepe; -He oTkpwiBaTh (paiiibl U [Ipyrue BJIOKEHUs B
NUChMax, JaXe €CAM OHHM MPHUIUIM OT Jpy3ed WM 3HAKOMBIX. Jlydile yTOUHSATh Y HHUX JIMYHO,
OTIIPABJISUIU JIU OHU YKa3aHHbIE (DAIIIBL.

BaxHo Takke MOMHUTb, YTO KOMMEHTapHuH, pa3MelieHue poTorpadguil U Ipyrue AeucTBUs MOTYT He
MCYE3HYTh JIa)ke MOCe TOro, Kak OyAyT yJaJieHbl C IMYHON MHTEepHeT-cTpaHullbl. Hen3BecTHO, KTO
yCres COXpaHUTh 3Ty MH(GOPMAIIUIO, TTOMajia I OHA B IOUCKOBBIE CUCTEMBI M COXPAaHMUJIACH JIM OHA, a
rJIaBHOE: 4YTO MOIYT MOAyMaTh OKpY’XKalolllee JIOAW, KOTOpble HAWAyT W YBUAAT Kakue-JIudo
KOMITPOMETHPYIOIe cBeeHus. Halt nH(pOpMaIyio MHOTO JIeT CIyCTsI CMOXET JIIOOOH - KaK U3
A0OpBIX MOOYkKIEHUIA, TAK U C HAMEPEHUEM TPUYMHUTH BPe/.

Emé o kubepmMomeHHAYECTBE:

«Cxknummuar» Ha Oankomartax mim POS-TepMuHamax B TOProBBIX TOYKAX MOIICHHUKHA MOTYT
YCTaHABJIMBATh CIIEIIUAIbHBIE YCTPOMCTBA, KOTOPHIE CUUTHIBAIOT JaHHbIE ¢ OAHKOBCKHMX KapT. DTa
MaxXWHAIUS CBSI3aHA M C TIOCJEIYIONIMM HM3TOTOBJICHUEM MOIIEHHUKAMU TyOJMKATOB OaHKOBCKUX
KapT, KoTopblie, B KomIuieKkTe ¢ PIN-K010M, MO3BOJISIOT CHATH JEHBIM C Ballero cyeta. [y 3amuTsl
OT CKMMMUHTa OaHKUPbl PEKOMEHAYIOT HCIIOJIb30BaTh KAPTOUKU TOJBKO B TE€X MECTaX, KOTOpbIE
3aCJIy’)KUBAIOT JOBEPUS U OXPAHSIOTCS.

Bupycsl, padoTalomme ¢ cucteMaMu OH-JaiiH-0aHkuHra Ha Bam KoMrbloTep onpeesieHHbIM
00pa3oM nomnajaeT BpeJOHOCHOE MporpaMMHOe oOecrieueHre. V1 Korja Bl IbITaeTech 3aiTH B CBOM
AKKayHT B IUIATEKHOM CHCTEME, BBOJAS OJHOpa30Bble MapojM — 3Ta NpPOrpaMMa BbJA€T BaM
coolIieHre o sKoObl ycrapeBiieM napose. M Kakaplil cieayonmil Koi TOKe OKa3bIBaeTCs SIKOObI
«ycTapeBLIMM». [17151 3a1UThl SKCTIEPThl PEKOMEHIYIOT IOCTOSIHHO KOHTPOJIMPOBATh KAPTOUHBIN CYET,
MOJKJII0YATh K HEMY CMC-OaHKMHT, HE OCTaBJIATh IEPCOHAJIbHBIE JAHHBIE O ceOe U CBOEH KapTOuKe Ha
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WHTEepPHET-CaTaX, PeryJsipHO OOHOBJATh AHTHUBUPYCHYIO 3allUTy, OCOOEHHO C (yHKIMen
0e30MacHBIX IJTaTeKEH.

IIporpamma-BeiMorarenb Bupyc wmoxer 3ammgpoBars ¢aiabl Ha BallleM KOMIBbIOTEPE,
3a0JIOKMpOBaTh Ball JOCTYl K HeMy, WIA K JII0OOW OHJIAH-CHCTEME, B KOTOpPOW BHI
3aperrucTpupoBanbl. Ha skpane Bbl Oynere BUAETh TOJBKO KAapTHHKY-OJIOKEp, W TpeOOoBaHME
3aIUIaTUTh BBIKYII IS TOTO, YTOOBI pacim@poBath Win pa30Io0KupoBarth cuctemy. Hanpumep, Takue:
«OrnpaBbre SMS Ha KOpoTKUil HOMep» «IlepeBeanTe NeHbIM HA MOOUJIbHBIN cueT» «PacriaTurech
OUTKOMHAMHU (3JIEKTPOHHBIMU JEHbraMu)» YUTOOBI HE «IIOJXBATUTH» BPEAOHOCHOE IMPOrpaMMHOE
oOecrieueHre TaKoro BHa, PEKOMEHYETCsl HUKOTIa He «KJIMKaTh» 0 CChUTKaM Ha CalThl OAaHKOB
win apyrux ¢puHopranuzaimii. Hajgo BBOAUTh ajipec BpyuHylO, MHA4Y€ €CThb PUCK, UYTO Bbl MOXKETE
MONACTh Ha MOAJIEIBHYIO CTPAHUILY, KOTOPAsl BBITJISIUT TOYHO TaK K€, KaK U OPUTHHAJL.

Takum oOpasom, mpu paboTe B ceTH VIHTEepHET BakHA, MpekIe BCEro, MpelyCMOTPUTEIbHOCTD,
KOHTPOJIb 32 OJIM3KUMHU JIOJbMU (AE€TbMHU, IIPECTapesIbiMi POACTBEHHUKAMU) U CAMOKOHTPOJIb.

20 Mas 2021 16:16

Aodpec cmpanuypi: https://tver.sledcom.ru/folder/1571572
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