Odunmanpueiit caiit

CieacTBEHHOE YIIpaB/IeHUE
Cnencrsennoro komurera Poccuiickon @ejepanyu
no TBepckoit obnactu

Kak o0e3onacuthb ceds1 B BeK HH(POPMAIMOHHBIX T€XHOJIOTHIT

. Teepb

B coBpemeHHOM Mupe UH(POPMALIMOHHBIX TEXHOJIOTMIA BOZMOXHOCTH c€TH VIHTepHET MpoKo
UCMOJB3YIOTCSl B IOBCEAHEBHOM kU3HU. OJHAKO, IOMUMO OTPOMHOI0 KOJIMYECTBA MOJIE3HbIX
BO3MOXHOCTeH ceTh VIHTepHeT HeceT B ceOe U ONpeIe/IEHHYIO OITaCHOCTh. B CBSI3M ¢ 3TUM,
HEMaJIOBRXHBIM SIBJISIETCSI TIPEIYIPEIUTD TIOJIb30BATENEH III0OATbHOM CETH O TOM, KaKyl0o IMEHHO
OIACHOCTh MOJKET HECTH «BCEMHUPHAS MMayTHHA» U KaKue JEHCTBUS HYKHO MPeAIPUHAMATh, YTOOBI
oOImeHne nocpeicTBoM MHTepHET OCTaBUIIO TOJIBKO TOJIOKHUTEIHHBIE SMOIHH.

Bce Gosbiie moTpeduTesteii COBEepIIaoT MOKYIKY OHJIAH, pacIlIauMBaIOTCs KAPTOW M MEHbIIe
MoJb3yI0TCs 0aHKOMaToM. [Tpy 3TOM MOSIBIISIIOTCS HOBBIE CXEMbI MOIIIEHHUYECTBA, KOTOPhIE He
TpeOyIoT 0co00M KBATM(DHUKAIIMN WIN BIOKEHUIN CPEIICTB.

YroObl HE cTaTh KEPTBOM MOIIIEHHUKOB HEOOXOIMMO COOJTIOAATH MpaBuia I POBON MK
KOMIIBIOTEPHOW TUTUEHBI, COXPaHATh OJUTEILHOCTh, UCIIOJIL30BATh CIIOKHbBIE U pa3Hble aposu. [1pu
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KaKJIOH OTuIaTe TOBapOB MJIHM YCIIYT C IIOMOIIBIO SJIEKTPOHHBIX CPEJICTB IIaTeka HEOOXOIUMO
MIOMHMTD CJIEIYIOIIME MTPaBUIIa: HE UCIIOIb30BaTh MO103pUTENIbHbIE IHTepHET-CalThl, HOJKIIIOYNTh
Nutepuer-6ank 1 CMC-onoBeliieHre, He coOOIIaTh TaHHbIe CBOEW KapThl PYTUM JIIOJSM, B TOM
qrciie OAHKOBCKMM CITYXKaIlliM, paOOTHHKaM WHTEPHET-Mara3uHoB, PH BO3MOXHOCTH OTKPHITh
OTJIEIbHYIO KapTy, HA KOTOPOU XPaHUTh OIPe/ICJICHHYIO CyMMY JICHEKHbBIX CPEJCTB J1JIsI
OCYILECTBIeHUS] OE3HATTMYHBIX TUIaTekeil. BaxkHO MOMHUTH U O COOMIOIGHUH PsIIa OCHOBHBIX TTPABUJ
padoTsl B cetr IHTEpHET U, B YaCTHOCTH, B COITUAIBHBIX ceTsx. BaxHO 3HaTh, uTo MHMOpMaIIHs,
pa3MeléHHas TpakiaHaMU B COLIMATIbHBIX CETSIX, MOXKET ObITh Hal[ieHa ¥ UCIIOJIb30BaHA KeM yrOIHO.

OcHoBHas 3aJaua rpaxjaH Ipy NPUHATUN PELIeHHs O IpHoOpeTeHnu ToBapa uepe3 MHTepHeT-
MarasuH, MOCTYIUIEHUH MTOCPEICTBOM COTOBOM CBSI3M IMPOCKOBI 00 OKa3aHUM ITOMOIIY B CBS3U C
HEeTIpeIBU/IEHHBIMUA OOCTOSITEIbCTBAMH, CIIOKMBIIMMICS C UX POACTBEHHUKAMH, OBITh
OCMOTPHTEJILHBIMU 1 IIPOBEPUTD JOCTYIHBIM CIIOCOOOM MOCTYHAIOITYI0 HH(OPMALHIO, TIPEkK/e YeM
NePEeYnCIIATh JEeHEXKHbIE CPEACTBA B a/IpeC 3710YMbIILUIEHHUKOB.

Bo3pocio koanuecTBo «TenepOHHOro MOUIEHHUYECTBA» C UCTIOJIb30BAHUEM AOOHEHTCKUX HOMEPOB
[IPaBOOXPAHUTENIBHBIX OPraHOB. B pasroBopax ¢ rpaxJjaHamMy MOLUEHHUKH, IIPEICTABIIAACH
COTPYHMKAaMU CUJIOBBIX BEIOMCTB, CKJIOHSIOT )KUATEJIEN PETMOHA K JEUCTBUAM, IPUBOASIIUM K
yTparte JIMYHbIX JEHEKHbIX CpeCTB. Takue AeMCTBUS KBAIM(UUMPYIOTCS KaK «MOUIEHHUYECTBOY.

OOparaeM BHUMaHUE TPaK/IaH:

- COTPYIHUKHM IPAaBOOX PAHUTEIIBHBIX OPraHOB, YIIOJIHOMOUYEHHBIE [IPOBOJUTH IIPEABAPUTEIBHOE
CJIE/ICTBUE, BbI3BIBAIOT I'PakaH NOBECTKOM. [Ip1 3TOM JOIKHOCTHOE JIMLIO HUKOT' A He TpeOyeT 1o
TesehOHy MpeOCTaBIeHHs] IEPCOHANBHBIX JAHHBIX, 0AHKOBCKMX PEKBU3UTOB, MH(OPMALIUH T10
CYeTaM U IUTACTUKOBBIM KapTaM;

- HM 110 Tesie)OHY, HU B XOJI€ OYHOM Oece/ibl COTPYJHUKHU MPABOOX PAHUTEIIbHBIX OPraHOB HE
3asIBJIAIOT TPeOOBAHUIA O MEPEeBO/E ACHEKHBIX CPEJICTB Ha KaKUe-JIMO00 cueTa. TO HE3aKOHHO;
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- KeJiasgd NpOBEPUThL MOIICHHUKOB, HE CJICAYCT IEPE3BAHMBATL HA TAKHUE BXOIAIIUE BbI3OBLI;

- mo0bIe NpEIJIOKECHNUA OT UMCHH IMMPABOOXPAHUTEJIbHBIX OPraHOB, HAIIPUMEDP, ITIOMOYb B IIOMMKE
NPECTYIHUKA ITyTeM IePEUMCIICHUs IeHeT Ha YKa3aHHbIe «COOECEHUKOM» CUeTa JIMOO C IeJIbI0
00e301acuTh cOepekeHus — ITO SIBHbIM MPU3HAK MoleHHnYecTBa. O Takux (pakTax HEOOXOAUMO
cpazy cOoOOIIUTh B MPAaBOOXPAHUTENIbHbIE OPraHbl;

- TIPY TIOTIAJAHUH B TIOJOOHBIE CUTYALUH (€CJTN 3BOHSIIHI MPEICTABUIICS COTPYJHUKOM CHJIOBBIX
CTPYKTYp) HEOOXOJUMO TIO3BOHUTH 10 HOMEpaM Tesie(hOHa JOBEPHS COOTBETCTBYIOLIETO
MIPaBOOXPAHUTEILHOIO OpPraHa U MPOBEPUTh UH(MOPMALIHIO, 0O3BYYEHHYIO 3BOHUBIIIVM.

C nenbio NpoUIAKTUKY 3apakeHUs1 KOMITbIOTEpa BUPYCaMHU U BPEJOHOCHBIM IPOrPaMMHBIM
obecrieyeHreM He0OXO0IMMO 3HaTh O MPAaBUIAX KOMIBIOTEPHOI TUTUEHBI, CJIeJOBaHUE KOTOPBHIM
MOMOKET MUHUMM3UPOBATh BEPOATHOCTb MOPAKEHUS] KOMITBIOTEPA, & UMEHHO:

1) ITprodpeTnTe 1 NONB3YHTECH TIIATHBIM aHTUBUPYCOM. OTCYTCTBHE aHTUBHPYCA PE3KO
YBEJIMYMBAET BEPOATHOCTD 3apaXKEHHsI KOMITbIOTEpa, a OeCIUIaTHbIE MPOAYKTHI OOBIYHO UMEIOT
CWJIBHO YPE3aHHbIN (DYHKLIMOHAIL.

2) Ucnionp3yite aHTUBUPYC. 3a4acTylo, yCTAHOBUB Ha KOMIIBIOTEP HOBEUILIMI HABOPOUYEHHBIN
HPOIYKT OT U3BECTHOM KOMITAaHUH, MOJIb30BaTE b 3a0bIBAET O €r0 CYILECTBOBAHMH. Mexay TeMm,
MIPOCTOH YCTAaHOBKH aHTUBHpPYCaA ObIBAET HEJOCTATOUHO 1151 3((DEKTUBHOTO MPOTUBOCTOSHHUS
yIpO3aM.

3a MOIIEHHUYECTBO C UCMOJb30BAHUEM JIEKTPOHHBIX CPEJICTB MPEyCMOTPEHA YrOJIOBHAs
OTBETCTBEHHOCTh. TakK, yroJoBHasl OTBETCTBEHHOCTh MpelycMOTpeHa 1o cTathe 159.3 YronoBHoOro
KOJIEKCa 32 MOIIEHHUUYECTBO C UCTIOIb30BAaHUEM SJIEKTPOHHBIX CPE/CTB IiaTexa. Takxke
MpeyCMOTPEeHa YroJIOBHAsl OTBETCTBEHHOCTh 32 MOIIIEHHUYECTBO B chepe KOMITbIOTEPHOI
MHMOPMALIK, TO eCTh XUIICHHUE TyKOr0 UMYIIIeCTBA WM MPHOOpETeHre MpaBa Ha UyKOe UMYIIECTBO
yTeM BBOJIa, yaJieHus1, OJIOKMPOBaHUsI, MOAU(HUKAIIMN KOMITBIOTEPHOI WH(pOpMAIKY JIMOO WHOTO
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BMeIaTeIbCTBA B (DYHKIIMOHMPOBAHUE CPEJICTB XpaHEHUsI, 00paOOTKY WM TlepeJadu KOMITbIOTEPHOM
MH(pOpPMaLIMKY WM UH(POPMALIMOHHO-TEJIEKOMMYHMKALIMOHHBIX ceTel (cTaths 159.6 YronosHoro
Kojekca P®D).

B 3aBUCHMMOCTH OT TSKECTH COBEPLIEHHOTO MPECTYIUIEHUS Y TOJIOBHBIM KoJekcoM Poccuiickoit
denepanyu 3a MpeCTYIUIEHUS, CBA3aHHBIE C YKa3aHHBIMU BUJAMM MOIIEHHUYECKUX AECUCTBUM,
NpeayCMOTPEHO HaKa3zaHue B BUJE MTpada, 00s3aTeNIbHBIX, UCITPABUTEIIbHBIX M MTPUHYAUTEIbHBIX
padoT, MO0 JIUIIIEHUEM CBOOOIbI.

16 Jexaops 2022

Aodpec cmpanuypi: https://tver.sledcom.ru/news/item/1750797
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